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Abstract: The term steganography is usually associated with hiding and concealing information and 
messages. People, and even IT professionals, very rarely come into contact with steganography and 
steganalysis. Only messages are protected by cryptographic protection, while steganography can be said 
to protect both messages and parties participating in the communication. Steganography also means hiding 
messages inside computer files and data streams. This paper provides an overview of the implementation 
of embedded messages using steganography in the PHP software package. Emphasis is placed on hiding 
information, i.e. messages in JPEG images. As well as decoding or reading a hidden message. The field of 
steganography is naturally linked to the field of steganalysis, the primary goal of which is the detection of 
a hidden message, and then its extraction from the object of the message carrier. The most commonly 
used method for hiding messages is LSB, it is a method that changes the least significant bits to match the 
secret message. Then, by passing the steganographic key, the message is encrypted using the RC4 
algorithm. 
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1. INTRODUCTION

Information is one of the most important resources 
in this world, so it must be protected from third 
parties. The method of protecting information 
content is cryptography. We use cryptography to 
prevent the leakage of classified information to 
third parties [1]. 
The rapid development of technology has had a 
major impact on the exchange of information. In 
this modern era, maintaining security during the 
exchange of information is essential. Many 
algorithms have been used to ensure that the data 
exchanged is confidential [2]. One way to protect 
information is to keep it secret. The secrecy of 
information can be preserved by encrypting it. 
By using mathematical tools, it is possible to 
achieve that only authorized persons have access 
to confidential data. 
Encryption moves the original message so that it 
becomes incomprehensible, and obtaining original 
information from the encrypted message is 
achieved by decrypting using the appropriate key. 
This type of confidentiality encroaches on the field 
of steganography. The field of steganography is 
naturally associated with the field of steganalysis, 
whose primary goal is the detection of a hidden 
message, and then its separation from the object 
of the bearer of the message. Steganography is the 
practice of concealing information or a message in 
secret communication that involves hiding 

information in any multimedia variant such as text, 
image, or video [3]. 
The paper describes the procedures and techniques 
of steganography and steganalysis of digital 
images. Emphasis is placed on BMP and JPEG image 
formats. 

2. STEGANOGRAPHY AND STEGANALYSIS

2.1.  Steganography 

Steganography is a technique of hiding secret 
messages in such a way that no one except the 
transmitting and receiving sides is aware of the 
existence of communication. Hiding messages is 
based on disguising the message within images, 
movies, and text. The main advantage of 
steganography over cryptography is the fact that 
messages do not attract attention. We can say that 
steganography can avoid an attack since the 
attacker is not aware of the existence of 
communication in a communication channel [4]. 
Steganography has an advantage in countries 
where cryptographic techniques for encrypting 
messages are prohibited. Cryptographic protection 
protects only messages, while steganography can 
be said to protect both messages and parties 
involved in communication. Steganography also 
involves hiding messages within computer files and 
data streams. In the case of digital steganography, 
the message may be within a document, image, or 
film [4]. 
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Steganography is the science and writing skills of a 
message in such a way that no one, except the 
sender and recipient of the message, doubts its 
existence [5]. 
Steganography is used to hide secret messages in 
other messages so that only existing secrets are 
hidden. In recent times, people are hiding 
messages in pictures. Replace the least significant 
bit of each byte of the image with the message bits. 
The image will not change significantly - in most 
graphic formats, more colors are displayed than the 
human eye can recognize - so the message can be 
unpacked at the end of its journey [6]. 
Image steganography is the technique of changing 
image colors as a mechanism for hiding data in an 
image. This is usually done by changing the 
smallest significant part, to change the color of the 
pixels very slightly. A pixel in an image is stored as 
a 24-bit binary number consisting of red, green, 
and blue channels. By choosing the least important 
bit, the color remains almost unchanged [13]. 
To convert a string to its ASCII equivalent using 
PHP, we need to run each character through the 
ord() function which will give us the integer for that 
character that represents its ASCII code. To 
convert a decimal number to binary in PHP we use 
the decbin() function which will return a string 
representing the binary number. The problem with 
this function is that it will return the binary number 
to the most significant digit. In other words, the 8-
bit number we need to represent 'a' will be 
converted into a 7-bit number since the leading 0 
will be removed. Since the return of this function is 
a string, we pass it through the str_pad() function 
to force all 8-bit numbers to be present [13].  
In the continuation of the work, the PHP codes are 
shown. 

2.1.1. Steganographic system 

How safe a steganographic system is depends on 
how well it resists passive, active, and malicious 
attacks. 
The steganographic system is robust if the hidden 
information can be changed only by major changes 
to the stego object [10]. 
A secure steganographic system meets four 
conditions: 
• The hiding algorithm is public, but a secret key is 
used. 
• Only the person with the secret key can detect, 
remove and prove the permanence of the secret 
message. No one else can detect any statistical 
trace of the existence of a secret message. 
• Even when an attacker knows the content of one 
transmitted message, he is unlikely to decipher the 
content of the remaining messages. 
• Detection of a secret message by a computer is 
too demanding [10]. 

 

 
Figure 1. Steganographic system 
 
Fig. 1, shows the way the steganographic system 
works, where: 
• Holder - an image within which a secret 

message is hidden, 
• Message - a secret message that needs to be 

hidden, 
• Key - steganographic key, function parameter f 

E, 
• f_E - steganographic function "embedding" 
• Stego - steganographic file, 
• f_(E^(-1) ) - steganographic function 

"extraction" 

2.2. Steganalysis and methods of detection 

Steganalysis is a continuation of steganography. It 
is a science that deals with the detection of hidden 
messages. When a message is detected, the 
analysis determines the size of the hidden message 
and how to separate it from the existing object. 
With the development of technology and the 
Internet, cryptographic methods are being replaced 
by new digital methods, where there is less risk of 
revealing information during transmission. It is 
increasingly common to hide information in an 
image file, due to less suspicion and a large number 
of photos that are constantly transmitted. 
Steganalysis techniques can be classified similarly 
to cryptanalysis techniques, depending on how 
much information we have: 
• “Steganography-only” attack - when only 
steganographic media is available for analysis, 
• “Known-holder” attack - when we have a carrier 
and medium for analysis, 
• “Known-message” attack - when we know a 
hidden message, 
• “Chosen-steganography” attack - when we know 
the medium and algorithm, 
• "Chosen-message" attack - when we know the 
message and algorithm, 
• “Known-steganography” attack - when we know 
the carrier, medium, and algorithm [11]. 
The process of discovering these contents is much 
more complicated and complex than in 
cryptanalysis because in cryptanalysis it is known 
that the subject file under investigation contains 
some data or information, while in steganalysis it is 
not known whether there is other content in the 
suspicious file. Such hidden content can be inserted 
anywhere (eg on the Internet on the web) in: 
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• Website text, 
• Pictures on the web, 
• Audio-video content on the website, 
• Within any link (extended HTML). 

2.3. LSB method 

Most images on the Internet consist of a 
rectangular map of image pixels (represented as 
bits) where each pixel is located and it is color. 
These pixels are displayed horizontally row by row. 
The number of bits in a color scheme, called bit 
depth, refers to the number of bits used for each 
pixel. The minimum bit depth in current color 
schemes is 8, which means that 8 bits are used to 
describe the color of each pixel. Grayscale images 
use 8 bits for each pixel and can display 256 
different colors or shades of gray. Digital color 
images are usually stored in 24-bit files and use the 
RGB color model. All color variations for the pixels 
of a 24-bit image are derived from three primary 
colors: red, green, and blue, and each primary 
color is represented by 8 bits. So in one given pixel, 
there can be 256 different amounts of red, green, 
and blue, which is more than 16 million 
combinations, resulting in more than 16 million 
colors. 
The most commonly used steganographic 
technique is the use of LSB because it may contain 
hidden patterns. Statistical analysis of LSB data is 
a widespread method for detecting these samples. 
One of the most common patterns is the correlation 
between HOB (High Order Bits) and LSB, which is 
usually presented in hardware, such as a camera, 
which is used to generate original data. This type 
of attack is the most successful because most 
steganographic algorithms work under the 
assumption that LSB is random. Statistical analysis 
can detect changes made to the LSB [12]. 
The LSB method changes the least important bits 
to match the secret message. The following paper 
will explain how to hide a message in a 24-bit BMP 
image using the LSB method. 
The pseudocode of the simple LSB method of hiding 
the implemented image within the work is given in 
Fig. 2. If a steganographic key is passed to the 
algorithm, then the key initializes PRNG, but also 
encrypts the message using the RC4 algorithm. If 
no key is specified, the message is hidden without 
encryption. The algorithm first hides the size of the 
message and then the message itself. 
To understand the steganography algorithms that 
can be used when embedding data in the transform 
domain, one must first explain the type of file 
format connected with this domain.  The JPEG file 
format is the most popular image file format on the 
Internet, because of the small size of the images. 
To compress an image into JPEG format, the RGB 
color representation is first converted to a YUV 
representation.  In this representation, the Y 

component corresponds to the luminance (or 
brightness) and the U and V components stand for 
chrominance (or color) [6]. 

 
Figure 2. Pseudocode hiding of the message by 

the LSB method 
 

3. RC4 CRYPTOGRAPHIC ALGORITHM 

RC4 is the most commonly used cryptographic data 
flow algorithm. The paper uses the RC4 algorithm, 
which, in addition to encryption, can also serve as 
a generator of pseudo-random numbers. 
The algorithm works in OFB mode, the key 
sequence does not depend on the plaintext. It has 
an 8 * 8 S-box: S0, S1, ..., S255. The elements of 
the box are the permutation of numbers from 0 to 
255, and the permutation is a function of the key 
of variable length. The algorithm has two counters, 
i and j, which are initialized with zero. To generate 
a random byte, do the following: 

i = (i + 1) mod 256 
j = (j + Si) mod 256 

replace Si and Sj 
t = (Si + Sj) mod 256 

K = St 
The open-source XOR operation is applied to byte 
K to obtain a code or with a code to obtain plaintext. 
Shifting is fast, about 10 times faster than when 
DES is used [6]. 

3.1. Encryption and decryption of RC4 
algorithms 

Encryption and decryption by the RC4 algorithm are 
identical. A pseudo-random number generator is 
used. An 8-bit pseudo-random number is 
generated for the 8-bit input, and then the XOR 
operation of those numbers is performed. The 
pseudocode of encryption and decryption is shown 
in Fig. 3. 
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Figure 3. Pseudocode of encryption and 

decryption by RC4 algorithm [7] 
 

4. APPLICATION 

4.1. Xampp 

XAMPP is a completely free open source server 
package for easy installation of Apache servers on 
computers running Windows, Linux, or OSX. 
Xampp is intended for use in the local network not 
as a web server and is primarily used by developers 
to create a server to test their scripts. Xampp 
belongs to the family of WAMP software packages, 
where WAMP is an abbreviation of Windows, 
Apache, MySQL, and P can refer to PHP, Python, or 
Perl [8]. 

4.2. PHP programming language features 

PHP is an open-source server-side programming 
language for dynamically generating HTML code. In 
other words, PHP is a programming language that 
can be used to create an HTML page on a server 
before it is sent to a client filled with dynamic 
content. In this way of generating the content, the 
client cannot see the code (script) that generated 
the content he is watching but has access to pure 
HTML code, Fig. 4. 

 
Figure 4. Execution of dynamic HTML script by 

PHP program 
 

PHP is a server-side programming language and a 
very powerful tool for creating dynamic and 
interactive Web pages. PHP program code is 
executed on the server and the result of the 
execution is an HTML file that is sent to a Web 
browser. PHP files have a .php extension. 
After receiving the request with the PHP document, 
the server executes the PHP code and based on it 
generates HTML code and sends it to the client. This 
means that the page displayed in the client's 
browser does not exist in that form anywhere on 
the server from where the client received it. This 
can create difficulties in positioning - ranking the 
created pages. In other words, PHP is a scripting 
language used to create an HTML page on a server 
before it, filled with dynamic the content, is sent to 
the client. In this way of generating content, the 
client cannot see the code (script) that generated 
the content he is watching but has access to pure 
HTML code [9]. 

4.3. Display results and code 

After starting Xampp and within it the Apache web 
server, localhost is entered in the web browser, to 
access the local server and select the project. The 
application is launched by entering the following 
address in a web browser: 
http://localhost:1234/steganografija/index.php 
In addition to the main program: index.php, and 
Php-1, three more subroutines have been created, 
which are called from the main program. 
These subroutines are: 
• functions.php (Php-2), 
• encrypt.php (Php-3) and  
• descrypt.php (Php-4). 
 
Fig. 5 shows the layout of the form, which was 
created in the Php-1 program code. By clicking on 
Choose File, the image in which the hidden 
message will be embedded is selected, while the 
desired hidden message is entered in the label and 
by clicking on the ENCRYPT button the message is 
placed inside the imported image, as shown in Fig. 
6. 

 
Figure 5. The appearance of the initial form 
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Figure 6. Select an image and enter the desired 

message 
The ENCRYPT button uses the Php-3 code 
(encrypt.php), which includes the Php-2 program 
code (function.php) and thus opens the PHP image 
page that contains the hidden message. 
 

 

 
After selecting an image, called slika.jpg, a PHP 
page opens with an image that implements hidden 
text that is not visible to the human eye, Fig. 7. An 
RGB color system is used in which each of these 
colors (red, blue, and green) has an 8-bit channel. 
The LSB method changes the least significant bits 
for each channel, which means that it is possible to 
hide 3 bits per image element. For each bit of the 
message, it is determined in which image element 
it will be inserted. 

 
Figure 7. Showing an image with a hidden 

message 
 
The Php-4 code (decrypt.php) and the Php-2 code 
(function.php) allow you to click the DECRYPT 
button to display the decrypted message on the 
new PHP page, as well as the original image, shown 
in Fig. 8. 
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Figure 8. Display of the original image and 

hidden text 

5. CONCLUSION 

In the last few years, steganography has been the 
main topic of many discussions related to its abuse. 
For this reason, many legal bodies have raised 
concerns about the use of steganography to 

exchange illegal material through digital 
multimedia content on websites. 
Particularly interesting are steganographic systems 
that use encrypted messages, which further 
improves the security of the system, even if the 
message is separated, it is still encrypted and 
incomprehensible to the attacker. 
In this paper, the existing steganographic systems 
that use JPEG images as stego media and transmit 
encrypted, secret messages through them are 
analyzed. 
Also, the paper presents codes for the appearance 
of the website, as well as codes for hiding and 
showing a secret message, which is not visible to 
the human eye. 

REFERENCES 

[1] Takashi, M., (2020) Misdirection 
steganography, Soft Computing, 24:16005–
16010. 

[2] Harianto, A., & Prasad, P. W. C. & Abeer, A., 
(2019), Implementation of cryptography in 
steganography for enhanced security 
Multimedia Tools and Applications, 78:32721–
32734. 

[3] Mukesh, D., Mamta, J., (2021), A survey on 
information hiding using video steganography 
Artificial Intelligence Review, 54:5831–5895. 

[4] Veinović, M., Adamović, S., (2020) Kriptologija 
I, Univerzitet Singidunum, Beograd. 

[5] Chandramouli, R., Subbalakshmi, K., (2004), 
Current trends in steganalysis: a critical 
survey, Control, Automation, Robotics, and 
Vision Conference, ICARCV 2004, Svezak 2, 
Str. 964-967. 

[6] Bruce, S., (2007), Primenjena kriptografija: 
protokoli, algoritmi i izvorni kod na jeziku C, 
Mikro knjiga, Beograd. 

[7] Zeljković, S., (2005), Steganografija, Hrvatski 
matematički elektronski časopis math.e, Broj 
5, Lipanj; Dostupno na: 
http://e.math.hr/old/stegano/index.html  

[8] Gautam, R., (2016), Analysis and 
implementation of WHOIS domain lookup. 
International Journal of Technical Research & 
Science. 

[9] Julie C., M., (2018), PHP, MySQL i JavaScript, 
IV izdanje, Kompjuterska biblioteka, Beograd. 

[10]  Katzenbeisser, S., Petitcolas, F., (2020), 
Information Hiding Techniques for 
Steganography and Digital Watermarking, 
Arch House, Boston. 

[11]  Curran, K. Bailey, K., (2003), An evaluation of 
image-based steganography methods, 
International Journal of Digital Evidence. 

[12]  Ibrahim, A., (2007), Steganalysis in Computer 
Forensic, School of Computer and Information 
Science, Edith Cowan University. 

[13] https://www.hashbangcode.com/article/stega
nography-images-php 

 

176

https://www.hashbangcode.com/article/steganography-images-php
https://www.hashbangcode.com/article/steganography-images-php

	P
	P0
	Notes
	P1
	Online Resources as a Support for Teaching STEM Courses in Secondary Vocational Schools and in Faculties
	1. INTRODUCTION
	2. ADVANTAGES AND DISADVANTAGES OF ONLINE TEACHING
	3. LITERATURE AVAILABLE ON THE INTERNET
	4. TUTORIALS, LESSONS, TESTS
	5. ASYNCHRONOUS AND SYNCHRONOUS ONLINE LESSONS
	5.1 ASYNCHRONOUS ONLINE LESSONS

	6. ANIMATION IN CLASS
	7. TV SHOWS, DOCUMENTARY AND FEATURE SERIES IN THE FIELD OF TECHNOLOGY
	8. LABORATORIES FOR ELECTRICAL MACHINES, DRIVES AND AUTOMATICS (EMPA) YOUTUBE CHANNEL
	8.1 Standard electrical machines, electronics, automation:
	8.2 Special electrical machines:
	8.3 Other

	9. RECORDED VIDEO EXPERIMENTS
	9.1 EMDA laboratory video experiments:
	9.2 Video experiments by other authors

	9.3 Youtube technical contents
	10. FRAUD ON THE INTERNET
	11. VIRTUAL LABORATORIES
	12. APLETS
	13. SPECIALIZED SIMULATION PROGRAMS
	14. REMOTE EXPERIMENTS
	15. GEOGEBRA
	16. EXAMPLE OF AN ONLINE CLASS AT FTS ČACAK RECORDED IN THE TIME OF THE PANDEMIC
	17. CONCLUSION
	The paper attempts to systematize the online content that can be used in classes. In doing so, the author presented the teaching content that he has used for more than 30 years in the teaching of the subjects Electric machines and Electric motors.
	In addition, online resources for other technical disciplines are also provided.
	Everything is illustrated with videos of several online classes realized and recorded at FTN Čačak in the 2020/21 school year.
	ACKNOWLEDGEMENTS
	references


	P2
	Problematic Internet Use:  Old problems with a new twist
	1. INTRODUCTION
	2. IS IT A REAL PROBLEM?
	3. INTERNET ADDICTION, EXCESSIVE INTERNET USE, PROBLEMATIC INTERNET USE…?
	4. SYMPTOMS, TYPES AND CONSEQUENCES
	4.1. How to recognise the problem?

	5. INTERNET USE RELATED PROBLEMS
	6. CONCLUSION
	references


	Blank Page

	S1
	S100
	Notes
	S101_19
	1. INTRODUCTION
	The structure of any educational institution, including schools, consists of physical and organizational as well as social aspects [1], with classroom organization being an important part of the physical aspect. A rich and stimulating spatial and mate...

	2. METHODS
	3. RESULTS
	4. DISCUSSION
	5. CONCLUSION
	ACKNOWLEDGEMENTS
	Our special thanks to the technical culture teachers who collected data in the schools. We would also like to thank the University of Rijeka, which made this research possible.
	references

	S102_12
	Self-assessment of Student Digital Competences in Serbia
	1. INTRODUCTION
	2. RESEARCH METHODOLOGY
	3. RESULTS AND DISCUSSION
	4. CONCLUSION
	references


	S103_46
	User Experience Design of University Schools’ Web Portals: Comparative Analysis of State-owned Technical Faculties in Serbia
	1. INTRODUCTION
	2. BACKGROUND – HCI, WEB USER EXPERIENCE AND WEB DESIGN
	3. RELATED WORK
	4. RESEARCH METHODOLOGY
	5. RESULTS AND DISCUSSION
	6. CONCLUSION
	references


	S104_73
	Development of information system for digital dialogue in teaching using RESTful service
	1. INTRODUCTION
	2. CHOICE OF THE DEVELOPMENT PLATFORM
	2.1. Selection of web services in the application
	2.2._SOAP web service as a standard
	2.3._A RESTful web service as an alternative

	3. APPLICATIONS IN THE DIGITAL DIALOGUE SYSTEM
	3.1._Java desktop application on the server
	3.2._Java android client side application

	4. STARTING A DIGITAL DIALOGUE
	5. CONCLUSION
	AKNOWLEDGMENTS
	REFERENCES


	Blank Page

	S2
	S200
	Notes
	S201_49
	To MOOC or not to MOOC? Exploring MOOC readiness of YNSPEED project participants
	1. INTRODUCTION
	1.2. Review of literature on Massive Online Open Courses (MOOCs)

	2. METHOD
	2.1. Instrument and the Sample

	3. RESULTS
	4. CONCLUSIONS AND IMPLICATIONS FOR FURTHER RESEARCH
	references


	S202_02
	Modern Educational Technologies in Professional Training of Student in Technical Institutes of Higher Education
	1. INTRODUCTION
	2. EXPOSTION
	3. METHOD
	4. CONCLUSION
	references


	S203_14
	Augmented and Virtual Reality in Education
	1. INTRODUCTION
	2. LITERATURE REVIEW
	3. RESEARCH METHODOLOGY
	3.1. Subject and goal of the research
	3.2 Search process and selection of relevant literature

	4. RESULTS AND DISCUSSION
	5. CONCLUSION
	references


	S204_53
	Online tools for new teaching concepts and new teaching conditions
	1. INTRODUCTION

	S205_15
	Micro:bit as a new technology in education  in primary schools
	1. INTRODUCTION
	2. THE USE OF MICRO:BIT IN TEACHING
	2.1. The use of MICRO:BIT in Informatics
	2.2. The use of MICRO:BIT in Electronics
	2.4. The use of MICRO:BIT in Robotics
	2.5. The use of MICRO:BIT in Nature and society
	2.6. Visual block editor - JavaScript Blocks
	2.7. Editor - MicroPython

	3. CONCLUSION
	ACKNOWLEDGEMENTS
	references


	S206_27
	Android game development
	1. INTRODUCTION
	2. ANDROID OPERATING SYSTEM
	2.1.  Basic methods in the application life cycle

	3. ANDROID GAMES
	4. Technologies in the development of project solutions
	4.1. Description of the C# programming language

	5. Visual Studio Code
	5.1. Creating a Unity desktop

	6. PROJECT SOLUTION DETAILED ANALYSIS
	6.1. Project solution using programming language C# and Unity + VS Code
	6.2. Individual description of all available folders in the project solution
	6.3. Scene 1 StartScreen
	6.4. Touch Script character gesture
	6.5. Script for creating events and buttons
	6.6. Scene 2 Gameplay
	6.7. Main character script and implementation

	7. FUTURE WORK
	8. CONCLUSION
	references


	S207_40
	Possible Aspects of E-Materials Application  in the Teaching Process
	1. INTRODUCTION
	2. TECHNOLOGICAL PROGRESS AND DEVELOPMENT OF NEW POSSIBILITIES
	3. TYPES OF E-MATERIALS
	4. THE ROLE OF E-MATERIALS IN TEACHING
	5. CONCLUSION
	ACKNOWLEDGEMENTS
	references



	S3
	S300
	Notes
	S301_64
	Implementation of new equipment for the laboratory exercises – Testing of low-voltage electrical installations
	1. INTRODUCTION
	2. EQUIPMENT FOR THE LABORATORY EXERCISES
	2.1 Multifunctional measuring instruments for electrical installation safety testing
	2.2 Demonstration board for simulation in electrical installations

	3. EXAMPLES OF LABORATORY EXERCISES - FAULT LOOP IMPEDANCE MEASUREMENT
	3.1 Example of fault loop impedance measurement in TT system
	3.2 Example of fault loop impedance measurement in TN system

	4. CONCLUSION
	ACKNOWLEDGEMENTS
	REFERENCES


	S302_04
	Protection against electric shock in electrical engineering didactic laboratories
	1. INTRODUCTION
	2. COVER AGAINST DIRECT CONTACT WITH LABORATORY TERMINALS
	3. THE EXAMPLES OF APPLICATION
	4. CONCLUSION
	Acknowledgements
	references


	S303_09
	Improvement of Student’s Engine Room knowledge and operational skills during Simulator training
	1. INTRODUCTION
	2. SYNCHRONIZATION EXERCISE
	2.1. Synchronization procedure

	3. STUDENTS’ PROGRESS
	4. CONCLUSION
	Acknowledgments

	references


	S304_67
	Integration of virtual instrumentation in marine electrical engineering education
	1. INTRODUCTION
	2. MARINE ELECTRICAL ENGINEERING EDUCATION
	3. VIRTUAL INSTRUMENTATION
	4. PERFORMING THE EXPERIMENTS
	4.1. The laboratory exercise 1
	4.2. The laboratory exercise 2
	4.3. The laboratory exercise 3
	4.4. The laboratory exercise 4

	ACKNOWLEDGEMENTS
	references


	S305_03
	Field reversal DC machine braking  with DCM drive
	1. INTRODUCTION
	2. THEORETICAL BACKGROUND
	2.1. Braking using field reversal

	3. REALISATION FIELD REVERSAL BRAKING WITH SIEMENS DCM DRIVE
	3.1. Definition of digital outputs of SIEMENS DCM DRIVE
	3.2. Definition of digital input of SIEMENS DCM DRIVE
	3.3. Defining time intervals of the field reversal braking process
	3.4. Field reversal braking procedure with SIEMENS DCM drive

	4. Laboratory experiment and results of measurement
	4.1. Braking motor based on the set reference
	4.2. Braking using field reversal with the set deceleration ramp of 2 s

	5. CONCLUSION
	ACKNOWLEDGEMENTS
	APPENDIX


	S306_56
	Use of electronic design automation tools in computer engineering courses
	1. INTRODUCTION
	2. PROGRAM COUNTER DESIGN
	3. EDA PLAYGROUND PROJECT
	4. CONCLUSION
	ACKNOWLEDGEMENTS
	references


	S307_59
	New Challenges in Computer Architecture Education
	1. INTRODUCTION
	2. MICROPROCESSORS BRING CHANGE
	2.1 Personal computers - heralds of the new age
	2.2 CISC and RISC architectures

	3. ARM TAKES PRECEDENCE
	4. RISC–V – SOMETHING NEW IS COMING
	5. CONCLUSION
	ACKNOWLEDGEMENTS
	references


	S308_29
	ECG Sensor Measurements with Arduino in Biomedicine Education
	1. INTRODUCTION
	2. ANATOMY OF THE HUMAN HEART
	3. HEART ELECTRICAL ACTIVITY
	4. ELECTROCARDIOGRAM
	5. SYSTEM FOR HEART RATE DETECTION
	5.1. AD8232 ECG SENSOR
	5.2. ECG ELECTRODES PLACEMENT

	6. RESULTS AND DISCUSSION
	7. CONCLUSION
	ACKNOWLEDGEMENTS
	references


	S309_47
	Introduction to non-contact temperature measurement procedures using the Python programming language
	1. INTRODUCTION
	2. STRUCTURE OF EXERCISES AND EXPECTED OUTCOMES
	3. SOME POTENTIAL SOFTWARE ISSUES
	4. DEVELOPMENT OF AN ALTERNATIVE SOLUTION
	4.1. Environment
	4.2. Code

	5. CONCLUSION
	references


	S310_48
	Construction and programming of the platform for spatial imaging with sensors
	1. INTRODUCTION
	2. PLATFORM MODEL
	3. PARTS OF THE PLATFORM
	4. PLATFORM PROGRAMMING
	5. LABVIEW PROGRAM
	6. FINAL APPEARANCE OF THE PLATFORM AND THE POSSIBILITY OF FURTHER IMPROVEMENT
	7. CONCLUSION
	LITERATURe


	S311_54
	Getting Started with Wall Segmentation
	1. INTRODUCTION
	2. Semantic segmentation
	2.1 Architectures
	2.2. Loss functions
	2.3. Metrics

	3. Wall segmentation
	3.1. Dataset
	3.2. Model

	4. Experiments
	4.1. Training
	4.2. Results

	5. Limits of the current approach
	5.1. ADE20K scenes
	5.2. Annotation quality
	5.3. Overcluttered images
	5.4. Image resolution
	5.5. Difficult images

	6. CONCLUSION
	references


	S312_23
	Implementation of embedded messages using steganography in the PHP software package
	1. INTRODUCTION
	2. STEGANOGRAPHY AND STEGANALYSIS
	2.1.  Steganography
	2.1.1. Steganographic system
	2.2. Steganalysis and methods of detection
	2.3. LSB method

	3. RC4 CRYPTOGRAPHIC ALGORITHM
	3.1. Encryption and decryption of RC4 algorithms

	4. APPLICATION
	4.1. Xampp
	4.2. PHP programming language features
	4.3. Display results and code

	5. CONCLUSION
	references


	S313_52
	Determining source code repetitiveness on various types of programming assignments
	1. INTRODUCTION
	2. USED METHODS
	3. TEST CASES
	3.1. First Test Case - Change Of A Single Line Of Code In A Boilerplate (Prepared For Reusability) Code
	Observed code is a connection file that connects a database with an application. Code is written in the PHP programming language and is used as boilerplate code. It defines parameters for PDO (PHP Data Objects) like hostname, port, username, and passw...
	3.2. Second Test Case - Solution Of The Same Task In The C Programming Language, With And Without Using Functions.
	3.3. Third Test Case - Four Different Implementations of a Large-Scale Web Project

	4. RESULTS
	4.1. First Test Case Results
	4.2. Second Test Case Results
	4.3. First Test Case Results

	5. CONCLUSION
	REFERENCES


	S314_11
	Estimation of CPU Scheduling Algorithms Efficiency Using Object Oriented Programming
	1. INTRODUCTION
	2. SCHEDULING ALGORITHMS
	3. RESEARCH METHODOLOGY
	4. RESULTS AND DISCUSSION
	5. CONCLUSION
	references


	S315_01
	Kinematic analysis of door closer mechanism using software package SAM 8.1
	1. INTRODUCTION
	2. SAM 8.1
	3. KINEMATIC ANALYSIS USING SAM 8.1
	4. CONCLUSION
	ACKNOWLEDGEMENTS
	references


	S316_26
	1. INTRODUCTION
	2. EXPERIMENTAL STATION FOR EDUCATIONAL PUROPSE
	2.1. Acquaintance of students with assigned tasks
	2.2. Тwo-axis pneumatic manipulator
	2.3. Measuring the compressed air consumption

	3. RESSULTS AND DISCUSSION
	4. CONCLUSION
	references

	S317_38
	Application of Robotic Vision and PSO algorithm for determining the optimal path of movement of the robotic system
	1. INTRODUCTION
	2. iRVision FANUC VISION SYSTEM
	2.1. Fixed camera and robot-mounted camera
	2.2. Fixed camera and robot-mounted camera

	3. ALGORITHM PSO
	4. ANALYSIS OF THE WELDING TASK THAT THE ROBOT SYSTEM SHOULD PERFORM
	5. APPLICATION OF iRVision FANUC VISION SYSTEM-A FOR DEFINING THE PICTURE OF THE TASK THAT THE ROBOT SYSTEM SHOULD PERFORM
	6. APPLICATION OF THE PSO ALGORITHM FOR FINDING THE OPTIMAL ROBOT SYSTEM MOVEMENT PATH
	7. CONCLUSION
	references


	S318_68
	Flank wear as a function of cutting time
	1. INTRODUCTION
	During cutting, the tool wears out and loses its cutting capabilities, so wear is one of the most negative phenomena in machining processes. Tool wear is a normal phenomenon in the machining process, but is a detrimental factor that affects the qualit...
	1.1. Tool wear and the wear curve
	Flank wear of a cutting tool is known to have detrimental effects on part surface integrity including surface finish, residual stress, microstructure alternations, etc. Flank wear is commonly thought to result from abrasive wear of the cutting edge ag...
	1.2. End mill wear

	2. EXPERIMENTAL INVESTIGATIONS
	3. THE RESULTS OF THE EXPERIMENTAL INVESTIGATIONS
	4. CONCLUSION
	By analyzing the obtained results, it is observed that the greatest width of the flank wear is at the tip of the end mill cutter, and then it decreases by about 50% of the value. The width of the flank wear width is almost unchanged right up to a dist...
	references


	S319_75
	Improvement of study programs for bachelor's and master's studies in Mechatronics in response to the requirements of Industry 4.0
	1. INTRODUCTION
	2. REDESIGNIG OF CURRICULUMS
	2.1. Specific goals of improvement
	2.2. Developing digital competences
	2.3. Development of entrepreneurial competences
	2.4. Human and technical capacities

	3. RESULTS OF IMPROVEMENTS
	4. CONCLUSION
	ACKNOWLEDGEMENTS
	references


	Blank Page

	S4
	S400
	Notes
	S401_13
	Artificial Intelligence in Education: A Review
	1. INTRODUCTION
	2. LITERATURE REVIEW
	3. METHODOLOGY
	4. RESULTS AND DISCUSSION
	4.1. Influence of artificial intelligence on the educational process
	4.2. Applications of artificial intelligence in education
	4.3. Benefits of using artificial intelligence in education

	5. CONCLUSION
	references


	S402_42
	Big Data Analytics Process Implementation on a Educational Data Set Extracted from Online Testing System
	1. INTRODUCTION
	2. RELATED WORKS
	3. BACKGROUND
	3.1. The theory of Big data
	3.2. Big data concepts
	3.3. Big data analytics

	4. CASE STUDY
	The use of analytics on large data sets extracted from educational environments is a relatively new area of research. The main goal of the conducted research was focused on the analysis and visualization of data generated in the environment of the sys...
	System for online preparation of the entrance exam at the Department of Electrical Engineering and Computer Science, (hereinafter Odsek VIŠER)[22] is based on the principles of three-layer MVC (Model-View-Controller) architecture and integrated within...
	4. 1. Results and discussion

	5. CONCLUSION
	references


	S403_20
	1. INTRODUCTION
	2. DATA MINING TECHNIQUES
	 Clustering - Clustering is the division of information into groups of related objects, ie. this technique represents the grouping of data based on their similarities.Regression - Regression analysis is a predictive data mining technique used to iden...
	• Association Rules - This data search technique helps detect a connection between two or more items.
	• Outer detection - A technique that refers to observing data items in a data set that do not match the expected pattern or expected behavior.
	• Sequential Patterns - A data mining technique specialized for estimating sequential data to detect sequential patterns, ie. similar patterns.
	• Prediction - A technique that uses a combination of other data mining techniques, such as regression, clustering, classification, etc. to analyze past events and phenomena, in order to predict future events and happenings.
	3. REGRESSION TECHNIQUE AND REGRESSION METHODS
	3.1. Linear and simple linear regression
	3.3. Multiple linear regression

	4. RESEARCH METHODOLOGY
	5. RESULTS
	5.1. Results of linear regression analysis

	A graph showing the movement of the total number of graduate master’s students in relation to years is presented in Figure 4. The independent variable X is defined as "years", while the dependent variable Y is defined as "total". It can be concluded t...
	5.2. Results of nonlinear regression analysis
	5.3. Results of multiple linear regression analysis

	6. CONCLUSION
	ACKNOWLEDGEMENTS
	references

	S404_22
	1. INTRODUCTION
	1.1 Related work
	2. ORGANIZATIONS FOR STANDARDIZATION IN THE IoT AREA
	5. RESULTS AND DISCUSSION
	Table 4. T-test results - comparison of difference in the page count of ISO/IEC and IEEE standard
	6. CONCLUSION
	ACKNOWLEDGEMENTS

	S405_41
	Determining the number of doctoral students in the Republic of Serbia using regression algorithm
	1. INTRODUCTION
	2. APPLICATION OF THE REGRESSION ALGORITHM THROUGH RELATED RESEARCH
	3. BASICS OF WEB MINING
	3.1. Categories of web mining

	4. STATISTICAL REGRESSION MODEL
	5. RESEARCH METHODOLOGY
	5.1. Data analysis software tool "NCSS"
	5.2. Data for analysis
	5.3. Data transformation and preprocessing

	6. RESULTS
	6.1. Results and discussion using simple linear regression
	6.2. Results and discussion using multiple linear regression
	6.3. Results and discussion using  non-linear regression
	6.4. Correlation of results with related research

	7. DISCUSSION
	8. CONCLUSION
	references


	S406_16
	Data analysis for COVID-19 using regression methods
	1. INTRODUCTION
	2. A REVIEW OF RELATED RESEARCH
	3. DATA MINING TECHNIQUES
	4. REGRESSION TECHNIQUE
	4.1. Simple linear regression
	4.2. Multiple linear regression
	4.3. Nonlinear regression

	5. RESEARCH METHODOLOGY
	5.1. NCSS Data Analysis Tool
	5.2. Data collected for analysis
	5.3. Preprocessing and data transformation

	6. RESULTS AND DISCUSSION
	6.1. Results and discussion using simple linear regression
	6.2. Result and discussion using multiple (complex) linear regression
	6.3. Result and discussion using nonlinear regression

	7. CONCLUSION
	references


	S407_45
	The role of Digital Twin technology in transforming engineering education
	1. INTRODUCTION
	2. ENGINEERING EDUCATION FOR TODAY AND TOMORROW
	3. DIGITAL TWIN (DT) TECHNOLOGY
	4. DT technology in engineering education
	4.1. Benefits of DT implementation in engineering education
	4.2. Challenges related to DT adoption in engineering education

	5. CONCLUSION
	references


	S408_05
	Providing dynamic adaptivity in Moodle LMS according to Felder-Silverman model of learning styles
	1. INTRODUCTION
	2. FELDER-SILVERMAN MODEL OF LEARNING STYLES
	3. PROPOSED DYNAMIC ADAPTIVE ALORITHM
	3.1. Model of Learning Style
	3.2. Similarity algorithm

	4. DYNAMIC ADAPTIVE LMS ARCHITECTURE
	5. EXPERIMENT SAMPLE
	6. CONCLUSION
	reference


	S409_33
	Implementing the AWS Academy curriculum into a cloud computing course
	1. INTRODUCTION
	2. RELATED WORK
	3. COURSE DESIGN
	3.1. AWS Academy

	4. DATA COLLECTING AND ANALYSIS
	5. CONCLUSION


	S410_35
	Information Technology impact level perception of Students at Electrical Engineering Faculty in East Sarajevo
	1. INTRODUCTION
	2. PARTICIPANTS
	2.1. Research question

	3.  RESULTS
	4. CONCLUSION AND FUTURE WORK
	references


	S411_08
	Stances of students on use of platform for taking exams or colloquia at the Academy of Applied Studies of Kosovo and Metohija, Department Uroševac – Leposavić
	1. INTRODUCTION
	2. PLATFORM FOR TAKING EXAM OR COLLOQUIA
	3. RESEARCH METHODOLOGY
	4. RESEARCH RESULTS AND DISCUSSION
	5. CONCLUSION
	REFERENCEs


	S412_28
	Cyber Security in Education
	1. INTRODUCTION
	2. RELATED RESEARCH
	3. RESEARCH ORGANIZATION
	4. RESULTS AND DISCUSSION
	4.1. Demographic data
	4.2. Cyber security knowledge

	5. CONCLUSION
	references


	S413_25
	Teaching and learning inspired optimization algorithms: A review
	1. INTRODUCTION
	2. THEORETICAL BACKGROUND
	3. TLBO ALGORITHM
	3.1. Teacher phase
	3.2. Student phase

	4. GTO ALGORITHM
	4.1 Ability grouping phase
	4.2. Teacher phase
	4.3. Student phase
	4.4. Teacher allocation phase
	4.5. Implementation of GTOA for optimization

	5. COMPARISON OF TLBO AND GTO ALGORITHMS
	6. REVIEW OF GTO AND TLBO ALGORITHMS IMPLEMENTATION
	7. CONCLUSION
	ACKNOWLEDGEMENTS
	references


	S414_30
	Mathematical Modeling in Digital Environment and its Implications on Teaching and Learning Extreme Values and Functions’ Monotonicity
	1. INTRODUCTION
	2. MATHEMATICAL MODELING
	2.1. Mathematical modeling in education
	2.2. Mathematical modeling process

	3. DIGITAL ENVIRONMENT AND MATHEMATICAL MODELING
	3.1. GeoGebra as a digital tool for mathematical modeling

	4. LEARNING EXTREME VALUES AND FUNCTIONS’ MONOTONICITY USING MATHEMATICAL MODELING AND GEOGEBRA
	4.1. The modeling process

	5. REMARKS AND DISCUSSION
	6. CONCLUSION
	references


	S415_34
	Teaching Quadratic Functions in Classroom and Online Using Mathematical Software Tools
	1. INTRODUCTION
	2. GEOGEBRA SOFTWARE
	3. TEACHING QUADRATIC FUNCTIONS
	4. METHOD
	4.1. GeoGebra-assisted quadratic function learning
	Case 1 (𝒂>𝟎, 𝒃>𝟎, 𝒄<𝟎)
	Case 2 (𝒂>𝟎, 𝒃<𝟎, 𝒄<𝟎)
	Case 3 (𝒂<𝟎, 𝒃<𝟎, 𝒄<𝟎)

	5. FINDINGS AND DISCUSSION
	6. CONCLUSION
	references


	S416_43
	Mathematica software graphical simulation of Iodine isotopes nuclear decay for teaching purposes
	1. INTRODUCTION
	2. SELECTION THE TYPE OF GRAPHICS PRESENTATION
	2.1. Choosing the type of Iodine isotope

	3. CURVE GRAPHICS PRESENTATION AND NUCLEI CALCULATION
	4. BARCHART GRAPHICS PRESENTATION
	5. MATHEMATICA SOFTWARE SIMULATION CODE
	6. CONCLUSION
	ACKNOWLEDGEMENTS
	references


	S417_21
	E-invoicing – Case Study in Serbia
	1. INTRODUCTION
	2. INVOICE IN PAPER FORM
	3. E-INVOICE

	3. BACKGROUND RESEARCH
	4. CONCLUSION
	references


	S418_69
	1. INTRODUCTION
	2. METHODOLOGY
	3. RESULTS
	4. CONCLUSION
	references

	Blank Page

	S5
	S500
	Notes
	S501_10
	Vocational Teacher Training in Online Course Design and Tutoring: Motivating Teachers to Participate in the E-training
	1. INTRODUCTION
	2. ONLINE TEACHER TRAINING OVERVIEW
	3. ACHIEVING TEACHER MOTIVATION FOR ONLINE COURSE DESIGN AND TUTORING
	4. TRAINING EVALUATION RESULTS
	5. CONCLUSION
	ACKNOWLEDGEMENTS
	references


	S502_18
	Undergraduate Students Perception of Improvement of Teachers Competencies Based on using Information System
	1. INTRODUCTION
	1.2 Research Objectives
	The main objectives of the research include:

	 investigating basic knowledge of the IS application in the teaching process among students in academic and vocational studies at the Faculty of Technical Sciences (FTS) in Čačak, University of Kragujevac;
	2. METHODOLOGY
	The questionnaire is used to collect the data necessary for the research. It was organized to identify the level of knowledge about the application of IS when teaching students of the Information Technology study programme at the academic and vocation...
	3. INFORMATION SYSTEM IN THE TEACHING PROCESS
	Figure 2 shows the case use diagram (lesson plan preparation) which represents the interaction between all actors in the teaching process.
	3.1 IS Impact on Teachers’ skills and competences
	4. RESULTS AND DISCUSSION
	5. CONCLUSION
	references


	S503_57
	Developing Teaching Competencies for Implementing Blended Learning in Higher Education: Experiences of Faculty of Science, University of Kragujevac
	1. INTRODUCTION
	2. BLENDED LEARNING
	3. BUILDING COMPETENCIES FOR SUCCESSFUL BLENDED LEARNING IMPLEMENTATION
	4. RESULTS AND ANALYSIS OF ACTIVITIES
	5. CONCLUSION
	ACKNOWLEDGEMENTS
	REFERENCES


	S504_07
	Entrepreneurial education in emerging countries: how to keep abreast with global competitive needs
	1. INTRODUCTION
	2. ENTREPRENEURIAL EDUCATION – DEFINITION AND IMPORTANCE
	3. NEED OF ENTREPRENEURIAL EDUCATION IN EMERGING COUNTIRES
	3.1. Emerging countries in Western Balkans
	3.2. Entrepreneurial education in the Western Balkans – challenges

	4. YOUNG MIGRATION – RESULT OF GLOBALIZATION OR URGENT NEED TO REFORMING ACADEMIC ENTREPRENEURSHIP
	5. CONCLUSION
	references

	[11] Soluk, J., Kammerlander, N., Darwin, S. (2021): Digital entrepreneurship in developing countries: The role of institutional voids

	S505_51
	PLM Education: The Role of Engineering Management Study Programs
	1. INTRODUCTION
	2. PLM EDUCATION ISSUES
	2.1. The PLM competences
	2.1. PLM digital competences and the role of PLM academic platforms

	3. ACQUIRING PLM COMPETENCIES THROUGH ENGINEERING MANAGEMENT EDUCATION
	4. CONCLUSION
	ACKNOWLEDGEMENTS
	references


	S506_39
	The Impact of Global Changes on the Transformation of Politics, Economy and Education
	1. INTRODUCTION
	2. FURTHER RESEARCH
	3. CONCLUSION
	references



	S6
	S600
	Notes
	S601_44
	Key ESP Words and Phrases
	1. INTRODUCTION
	1.1. Target language learners
	1.2. Corpus

	2. METHODOLOGY
	3. LEXICAL PROFILE OF CTSTM
	4. KEY WORDS IN CTSTM
	5. THE MOST FREQUENT N-GRAMS IN CTSTM
	6. GE PHRASES IN CTSTM
	7. CONCLUSION
	references


	S602_58
	Exploring ESP learners’ self-efficacy of writing skills in IT context
	1. INTRODUCTION
	2. RESEARCH METHODOLOGY
	2.1. Sample and context of the research
	2.2. Research variables
	2.3. Instrument

	3. RESULTS AND DISCUSSION
	4. CONCLUSION
	ACKNOWLEDGEMENTS
	references


	S603_36
	ICT assisted English learning in preschool education
	1. INTRODUCTION
	2. LEARNING OF PRESCHOOL CHILDREN
	2.1. Learning through play and exploration
	2.2. The role of kindergartens in children's early learning

	3. LEARNING FOREIGN LANGUAGES IN PRESCHOOL AGE
	4. ICT USE IN PRESCHOOL EDUCATION
	5. ICT ASSISTED ENGLISH LEARNING IN PRESCHOOL EDUCATION
	5.1. Educational applications for the computer
	5.2. Educational applications for mobile devices
	5.3. Educational applications on the Internet (online applications)

	6. CONCLUSION
	references


	S604_61
	ESP educators in the post-pandemic  e-environments: Teaching Presence and English for IT
	1. INTRODUCTION
	2. THEORETICAL BACKGROUND

	3. METHODOLOGY
	3.1. Course description and the sample

	The findings reveal that students were quite aware of the instructional strategies their teacher deployed in online classes to build a strong Teaching Presence, so they mention the teacher’s commitment/enthusiasm to guide the interaction, their class ...
	As key downsides of the process, the respondents mentioned only a few issues; class size, the teacher’s attitude towards students, and inadequate handling handouts, but due to the small number of responses (1 response each), they are not relevant. To ...
	The findings of both the quantitative and the qualitative parts of the research imply that both Hypotheses of the study are confirmed; IT students have had positive attitudes toward the Teaching Presence during the English for IT course, and there is ...
	5. CONCLUSION
	Within the CoI framework, we investigated how students assessed Teaching Presence within the English for IT course they attended, and whether there was a correlation between Teaching Presence and course satisfaction. The research findings of our study...
	REFERENCES


	S605_66
	A Genre Analysis Approach in Teaching Marine Electrical Engineers Texts
	1. INTRODUCTION
	2. A CONCEPT OF GENRE
	3. METHODOLOGY AND CORPUS
	4. SOME DOCUMENTS USED ON BOARD AND THEIR ANALYSIS
	4.1. Checklists
	4.2. Instructions and procedures

	5. CONCLUSION
	references


	S606_55
	Oral presentation as authentic material for providing ESP instruction
	1. INTRODUCTION
	2. THEORETICAL BACKGROUND
	2.1. Oral Presentation as a task
	2.2. Oral presentation as authentic material

	3. Research design
	3.1. Research questions
	3.2. Participants
	3.3. The task

	3.4. Research method and analysis
	3.5. Results

	4. Discussion
	However, the study has its limitations. They mostly concern a small number of items that were investigated in the questionnaire. The other elements of successful presentations could also be investigated, such as the impact of video presentations on th...
	5. Conclusion
	references


	S607_31
	Students’ perspective of ESP in IT classroom: challenges and opinions
	1. INTRODUCTION
	2. THE ROLE OF ESP TEACHERS
	3. THE POSITION OF ESP IN HIGHER EDUCATION – THE NEED FOR NEEDS ANALYSIS
	4. RESEARCH METHODOLOGY
	4.1. Participants

	5. RESULTS
	5.1. General English
	5.2. ESP classes and needs analysis

	6. DISCUSION OF THE RESULTS
	7. CONCLUSION AND IMPLICATIONS FOR FURTHER RESEARCH
	references


	S608_32
	Using Escape rooms in English classes
	1. INTRODUCTION
	1.1. Escape room in English classes
	1.2. Escape room in practice

	2. STE(A)M IN LANGUAGE TEACHING
	3. CONCLUSION
	references



	S7
	S700
	Notes
	S701_72
	1. INTRODUCTION
	1.1. Antecedents and Consequences of Cyber Resilience
	1.2. The Current Study

	2. METHODS
	2.1. Participants and Procedure
	Ninety-four university students (F=57.4%) aged 19 to 57 (M=31.11, SD=9.04) completed an online questionnaire in June 2022. Socio-demographic characteristics of the sample are reported in Table 1.
	2.2. Measures
	2.3. Statistical Analyses

	3. RESULTS
	3.1. Cyber Resilience and Negative Online
	Experiences
	3.2. Stress and Resilience

	4. DISCUSSIONS AND CONCLUSIONS
	The results of this study bring out interesting aspects about the digital resilience and psychological wellbeing of Italian higher education students. First of all, our students reported high levels of digital resilience. These data are in line with p...
	references

	S702_63
	Perceived stress, cyber and psychological resilience among Polish students – preliminary results
	1. INTRODUCTION
	2. MATERIALS AND METHODS
	2.1. Participants and procedure
	2.2. Methods
	Perceived stress
	Cyber resilience
	Psychological resilience
	2.3. Statistical analyses

	3. RESULTS
	3.1. Perceived stress
	3.2. Cyber resilience
	3.3. Psychological resilience

	4. CONCLUSION
	references


	S703_71
	University students’ resilience and perceived difficulties during the Covid-19 pandemic:  a pilot study in Serbia
	1. INTRODUCTION
	2. RESILIENCE AND STUDENT WELLBEING DURING COVID-19 PANDEMIC
	2.1. Psychological resilience and student  well-being
	2.2. Students’ coping during the COVID-19 pandemic

	3. RESEARCH
	4. RESULTS AND DISCUSSION
	5. CONCLUSION
	references


	S704_24
	University students’ well-being during emergency remote teaching: reflections from the viewpoint of the Self-determination theory
	1. INTRODUCTION
	2. WHAT IS STUDENT WELL-BEING AND WHY IS IT IMPORTANT?
	3. THE QUALITY OF THE EMERGENCY REMOTE TEACHING AND STUDENT WELL-BEING
	3.1. Competence
	3.2.  Autonomy
	3.3.  Relatedness

	4. DISCUSSION AND RECOMMENDATIONS
	5. CONCLUSION
	ACKNOWLEDGEMENTS
	references


	S705_60
	Resilience of Higher Education Institutions in Serbia: A Student’s Perspective
	1. INTRODUCTION
	1.1. Organizational Resilience
	1.2. Aim of the Study

	2. METHOD
	2.1. Participants
	2.2. Data Collection
	2.3. Data Analysis

	3. FINDINGS
	3.1. How was the ERE delivered?
	3.2. How have Students Experienced the ERE?
	3.3. How has the HE Teaching Adapted to the Changes in the Students’ Lives and Learning?

	4. DISCUSSION AND RECOMMENDATIONS
	ACKNOWLEDGEMENTS
	references


	S706_62
	University Teachers’ Resilience
	1. INTRODUCTION
	2. CONCEPTUALIZATION OF THE RESILIENCE
	3. THE TEACHERS' RESILIENCE
	4. RESEARCH METHODOLOGY
	5. RESULTS AND DISCUSSION
	5.1. Descriptive and correlation analysis
	5.2. Comparison of the subgroups

	6. CONCLUSION
	ACKNOWLEDGEMENTS
	references


	S707_76
	From Collaboration to Solutions: Encouraging Collaborative Problem Solving through School Practice
	1. INTRODUCTION
	2. CONCEPT AND METHODOLOGY
	2.1. Methodology
	2.2. The PEER intervention model

	3. CONCLUSION
	ACKNOWLEDGEMENTS
	references



	S8
	S800
	Notes
	S801_17
	Inovativni pristupi nastavi matematike primenom znanja stečenih u okviru informatike i računarstva
	Innovative approach to teaching mathematics by applying the knowledge acquired in Informatics and computing
	1. Uvod
	2. METODOLOGIJA ISTRAŽIVANJA
	3. PREGLED ALATA, OBRAZOVNIH SOFTVERA I UREĐAJA POGODNIH ZA UNAPREĐIVANJE NASTAVE MATEMATIKE
	3.1. Primena programskog paketa GeoGebra u nastavi matematike
	3.2. Primena micro:bit uređaja u nastavi matematike
	3.3. Pregled alata informaciono-komunikacionih tehnologija i primeri njihove primene u nastavi matematike

	4. ZAKLJUČAK
	ZAHVALNOST
	LITERATURA


	S802_65
	Nastava programiranja u oblaku:  paradigma novog doba
	Teaching of programming in the cloud: A paradigm for the new era
	1. UVOD
	2. NASTAVNA TEMA RAČUNARSTVO I ODABRANA RAZVOJNA OKRUŽENJA
	3. NOVOSTI IZ PROJEKTA JUPYTER
	4. ONLAJN REPOZITORIJUMI NA GITHUB-U
	5. GOOGLE COLABORATORY
	6. ZAKLJUČAK
	ZAHVALNICA
	LITERATURA


	Blank Page

	S9
	Appendix B
	Notes
	AppendixB_FINAL
	Enhancing digital and psychological resilience through peer networking in the online environment in times of crisis: ERASMUS+ project and interconnections





